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FBK — Centro CREATE-NET

* Centro di ricerca che si occupa di tecnologie Internet e telecomunicazioni
presso la Fondazione Bruno Kessler

* |stituito nel 2003 come Associazione, nel 2017 integrato in FBK

* Focus delle attivita di ricerca e innovazione:

 Sviluppare I'Internet di nuova generazione, una rete altamente reattiva,
programmabile e robusta, capace di abilitare servizi ad alto tasso di innovativita

e Attivi sul 5G dal 2015 (5G-PPP), attivi su 5 progetti H2020 e numerose
collaborazioni internazionali con operatori, vendor e aziende di servizi

=il
-— :( Elio Salvadori - 5G: aspetti tecnologici e applicativi 2



— D

4

Elio Salvadori - 5G: aspetti tecnologici e applicativi



5G
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Year 1991 % Technology digital
Standards AMPS, TACS K gr|d$ Bandwidth Ubiquitous connectivity
Technology. Analog @‘ Data rates Fiber-like experience
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2G

Year 1991
Standards GSM, GPRS, EDGE
Technology Digital
Bandwidth NarrowBand
Datarates < 80-100Kbit/s

3G

Year 2001 -
Standards UMTS /HSPA
Technology digital
Bandwidth Broad Band
Data rates up to 2 Mbit/s
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Year 2010
Standards LTE, LTE Advanced
Technology digital
Bandwidth Mobile Broad Band
Datarates xDSL-like experience

1 hrHD movie in 6 minutes
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Caratteristiche del 5G

Deep coverage
To reach challenging locations Strong security

Ultra-low energy e.g., Health / government/ financial trusted

10+ years of battery life

.,

Massive
Internet of
Things Mission-
critical
control Ultra-low latency

As low as 1 millisecond

Ultra-high reliability

A < 10 per 1 millisecond

Ultra-low complexity
10s of bits per second

Ultra-high density

1 million nodes per km?

Extreme capacity Enhanced

10 Thpe periur mobile broadband Extreme user mobility
- \

Up to 500 km/h

Extreme data rates Deep awareness

Multi-Gbps peak rates; Discovery and optimization
100+ Mbps user experienced rates
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Categorie di servizio 5G

Enhanced Mobile Broadband || Capacity Enhancement

Gigabytes in a second
3D Video - 4K screens
Work & play in the cloud

Smart city cameras
Augmented reality

Voice
Industrial & vehicular automation

Mission critical broadband

Self Driving Car

Massive loT Low Latency
| Massive Connectivity l Ultra-high reliability & Low Latency
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Bande di frequenza 5G e loro utilizzo

1 Low frequency i High frequency 1 Millimetre wave
cells 700 MH:z cells 3.4-3.8 GHz I cells 26 GHz

%

Riuso delle torri esistenti
rispettando limiti normativi

Condivisione dei siti tra
operatori (network slicing)

'S

1
AAAA A z * 3G replacement?
. Ll
6 L ‘? * Small-cells: limiti
| - | | propagazione mmWave
Large scale events Vehicle communications  Environmental Transport & Improved residential
Thousands of users Transport infrastructure monitoring & infrastructure connections,

Smart cities Smart energy

|
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Focus: utilizzo dello spettro millimetrico (mmWave)

. * Applicazione di micro-celle solo
~ SO in alcuni spot ad alta densita
| (stadi, centri commerciali,...)

| @ rechnica n s o s oo o]

THE LIMITS OF 5G —

Millimeter-wave 5G will never scale
beyond dense urban areas, T-Mobile says

T-Mobile CTO says 5G's high-frequency spectrum won't cover rural America.

mm #== blocked by door
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JON BRODKIN - 4/22/2018, 11:22 PM

600 MHz ﬁolds strong
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Come e fatta una rete 5G e sinergia con la fibra
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Focus: velocita trasmissiva reti mobili vs fibra

T

Reti radio 5G: canale condiviso

* Picco: 20 Gbps (cella)

e Sperimentata da utente: 100 Mbps

Reti in fibra FTTH: canale dedicato

* Sperimentata da utente: X Gbps

(X=1..100?)

* Lavelocita e impostata dall’

operatore, la fibra come mezzo

trasmissivo non ha «limiti»

- 14

2035

Source: M. Décina, 2014, based on data by Bell Labs, G. Fettweis, and others
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«Network slicing» e programmabilita della rete

Enterprise oTT MVNO

() ()
} | }

S s Selt-service
@ o

1 Tenant A

P Slice 1

l Tenant B 1Tenant C

MVNO
specific QoS

Guaranteed QoS
for enterprise
services

Specific QoS
for OTT

5G Enables slice-based infrastructure sharing across
tenants
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Network slicing: tante reti da una rete fisica

* Fette («slice») di rete con
caratteristiche specifiche
per lo scenario
applicativo

* Condivisione dei siti -
minore proliferazione

°..-.. . &’;’ /E%;Jé'/ » Nuovi stakeholder
Y i / all’interno

dell’ecosistema

CP:’UP Vrl al

' Access node . Cloud node (edge & central) u Networking node ' . . Part of slice

|
_— :( Elio Salvadori - 5G: aspetti tecnologici e applicativi 12



5G e sicurezza: numerose sfide

SP Services /

i i Internet

1

2 v esesesdecece.
: gg RAT 2 RU - Slice 2 2 Ll —
E] RAT 3 RU - Slice 3 : : !
—
g " Distributed DC
a .......... 9 (vBBU / MEC/ UP)
O, e
F=\%
RAT 3RU - Slice 3

RAT 4 RU - Slice 4

Device Threats _ AirInterface RAN Threats Backhaul Threats
Malware Threats MEC Server DDoS attacks
Sensor Susceptibility . Vulnerability C iffi

) P / UP Sniffin
TFTP MitM attacks 5"'”\" attack g ogue Nodes VEC Backhaul ani
Bots DDoS amming

Firmware Hacks
Device Tampering

->§

CP/ UP Slice 1

UP Slice 3
CETR—
CP /UP Slice 1 F—
CP/UP Slice 2 -——]
r—
—
Crr—
- — ] UP Slice 3
CP Slice 4

UP Slice 4
CP Slice 3

Virtualization vulnerabilities
Network Slice security

API vulnerabilities

loT Core integration

Roaming Partner vulnerabilities
DDoS & DoS attacks

Improper Access Control

Application
Servers

Legend

— * Problema sempre
esistito, sempre
esistera

; * Backdoor, malware,...

SP Services /

* Maggiore preoccupa-
zione ora per gli

1
(1]

| SGi/ N6 & External Roaming Scenari applicatiVi

Threats

loT Core integration a bi I itati d a | SG

VAS integration

App server vulnerabilities
Application vulnerabilities
API vulnerabilities
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5G e trasformazione digitale: la «Next Wave»

eHeth

" Work and play
in the cloud

AL erenTec rRali [:21) 3D video, UHD screens
Copyright © 2018 ETSI
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Mobilita connessa e autonoma

* Numero di anni lavoro passati
in auto in media: 15.1
[Commissione Europeal

A ,,W _~ .« .
OaHo NeO RS (A LoD * Visione ultima: strade senza

incidenti

VISION
ZERO

do h @R

NO MORE TRAFFIC DEATHS

Elio Salvadori - 5G: aspetti tecnologici e applicativi 15



Mobilita connessa e autonoma: 5G-CARMEN

* Progetto finanziato dalla UE
(16 min Euro)

 Coordinatore: Fondazione
Bruno Kessler

* 25 partner: FCA, BMW, TIM,
DT, Qualcomm, Nokia,...

) Bavaria

@ ugsa
M 0
.h di Bayiera
| | C
Rosehhsi

Bolgano
>Trentifo 3
{ Siidtifol “~ '.:\

e Livello di automazione: L3/L4

e Casi d’uso: sicurezza e anti-
/ inquinamento
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_— D( Elio Salvadori - 5G: aspetti tecnologici e applicativi 16



Internet of Skills: 'esempio della telechirurgia

S gl| ° Possibilita di operare da
remoto grazie alla altissima
N reattivita

* Internet of Skills: alta
professionalita disponibile

% s ovunque

5G REMOTE SURGE;%Y

https://youtu.be/yFR61jjL1vo
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Turismo e intrattenimento

logici e applicativi

https://youtu.be/usShQpRbHERg

18



Agricoltura di precisione

* Informazioni piu accurate
per I'agricoltore

e Efficientamento utilizzo
acqua e pesticidi

<<-‘ﬁ
<z

@

SUSTAINABLE
DEVELOPMENT

GIALS

Fq
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Servizi di pubblica sicurezza avanzati

* Informazioni in realta
aumentata per favorire
operazioni di emergenza

e Utilizzo di robot
telecomandati in scenari ad
alta pericolosita
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Impatto su economia

60 * Impatto su PMI
|| En )

0 * Nuove aziende

40

* AirBnB, Uber, etc esplose
grazie al 4G

40

USD billion
w
(=]

=
- o |
20 | ! l g . . ]
s & BB ‘N = * 22 min posti di lavoro
10 N " .
1115 L
2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 5G Value Chain Revenue 22 Million 5G
25 Trillion in 203 sin?2

m Agriculture = Transportation Utilities of 535 Trillion in 2035 JOb? in 2035

m Banking / Finance = Healthcare ® Cross-industry

m Media / Entertainment Smart & safe cities m Retail

Potential 5G revenue opportunity from new digital services in GCC by vertical, 2020-2030

Source: Analysys Mason: Unlocking digital opportunities with 5G: a GCC outlook (13/02/2019)
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UE: 5G Action Plan for Europe

European

ercial launch in all Commission

city) ——

2020: COI‘\‘.\m
EU countries

(min_ one major

all urban areas

2025: 5G coverage < + main

& socio-economic driver
transport paths

2025: Broadband access
at 100 Mbps for all (fixed
or mobile), ugradable 1
Gbps

References:
- COM (2016) 588 5G Action Plan for Europe
- COM (2016) 587 Towards gigabit society
- Ministerial Declaration Tallinn July 2017
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5G in Italia

Vodafone accende il 5G in Italia!
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* 5G come ecosistema aperto mediante
il coinvolgimento di nuovi stakeholder

* Lo smartphone non sara |'attore
principale nell’ecosistema 5G

CO N Cl UusS | on | ‘ | * Lo saranno le macchine, le case, i robot, i

droni, etc

* Per la trasformazione digitale che
comportera, si tratta di una grande
opportunita di sviluppo per I'ltalia e
per I'Europa
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Backup
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0G - Early radiotelephones

2G - Digital cellular

4G - WIMAX + LTE

1G - Analogue cellular

..___________

3G - Mobile broadband
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5G - 5th generation wireless systems
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End
User

Green VN consuming (part of) the
services offered by Blue VN

Tenant

Gray VN consuming {part
; , of) the services offered by
S Red VN

Red VN running
customized
network and

business services

Blue Virtual network (VN) running network services

InP

o

.

,-""’. ' Physical Virtual
e Node % Nodes
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Physical Network 3
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Physical - = = Virtual
Link = = = |links

27



Table 2

Long-werm bioassay on 1.8 Gz base station BFR. administered at various doses to male (M) and female (F) Spragoe-Dawley rats (Experiment BT ICEMRF): pesuilts on pre-neoplastic and

oeoplastic lesions of the heart.
LT D Animals Hyperplasia Endocardial Intrs maral Total
No. GSM-RFR Schwann cells S b o Schwannoma S hvweann oem
1.8 GHe (V. /m) Sex N, Mo, - Mo, 5 Ma L Mo b
] ] ™M A2 3 0.7 [0 [0 0 (1] (1] [
(control) F 405 2 0.5 0 00 4 10 4 L0
M+F B7 5 0 0 oo 4 s ] s
] 5 M 401 2 0ns 2 0ns 1 02 3 07
F 410 o oo 2 s 7 1.7 L] 12
MsF Rl 2 0.2 4 05 B 1.0 12 1.5
m F -] M 20w 1 05 1 ns 0 oo 1 05
F 02 [i] LT 0 oo 1 0ns 1 05
M+F 411 1 0.2 1 (1] 1 1] z
Iw 50 W . 5 24 2 1.0 1 05 3 ﬁj
3 202 2 10 1 () 1 0.5 p) 10
M+F Ard 7 1.7 3 or 2 0ns 5 1.2

* Seatkstically significant p = .05 using Fisher exact st
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U.S. incidences of cancer and cellular subscriptions
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Cancer Incident Rate per 100,000 People
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@ Total (SEER) Incidence Rate @@ Brain cancer incidence @@ U.S. Cancer Mortality Rate (Total)

Sources: SEER.Cancer.Gov , Werldbank

@ Mobile cellular subscriptions (per 100 people)
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Mobile cellular subscriptions (per 100 people)
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